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0. The effectiveness of t:e "Soviet Tloe Procurement Organisa-
tion" in obtaining the required quantities of t'w needed strategic
goods is indeed s moot question, and cutsids the scope of tids Study.
Also beyond its purviem are the magnitude of clandestine eet-ast
trade and the depth of the security controls enforcessnt probles,
hevertheless, the following general impliestions on these sublects
should contribute to & better understanding of this $1llegel trade
situstion and serve as uselul backgground meterial in the consideration
of the laasding centers of middlemen emgaged in it and the exsminstion
of their principal sethods of viclation and evasion:

s, The 0ffice of the Special ‘epresentaiive, Surove,

Mutual Defense fssistance Control ideinistration, reported

during the spring of 1953 that: "Iilicit trade existe in all

rajor Westarn Turopesn indvstrial comiries. The volume of
such trade runs imto =illions of dallars monthly., Two cases

alone, presently under investigation, invalve sver 220,000,000,

Operating intervationally are accredited Soviet tloe diplomets,

industrialists, transport firme, beniing houses, and

racketoers.*3/
b. 2 compatent professional rep~rier, after six months

of on-the-spot "painstakineg legwork*, wrote in an intermational

weekly mesazine eerly in 15533 "The world's history is full of

. Sanitized - Approved For Release : CIA-RDP64-00014A000100050025-0




Sanitized - Approved FormFT: CIA-RDP64-00014A000100050025-0

examples of orgenized smuggling, but there probably has never
been anything before to compare with the size—and renace——of
today's trade threugh the Iron Curtain.” The articie also
stated: “The high prices (paid by the Lammnists) have attree-
ted Iurope's most talented operators, black-merketeers, crooks,
and near-crocks to assist Hussia in overcoming her shortzges”
and "these connivers eonstitute 3tslin's sixth colusn. Few
of the sixth columnists are Communists, most of them probably
are not even Commmist sympathizers. They are siznly men who
will do almost anything and deal with anyone for money....
M have been blac«~mariketeers.... Jome are merely business
men who feel that if they don't take advantage of this opportunity
to get wealthy, someone else will," 4/

¢. A memorandum on diversions and le kages submitited in
the spring of 1954 by the United States to the Consultstive
Group included: "The extent to which the security controls can
be eveded by transshijment and otler forms of diversion en
route has always been a matier of sericus concemn te sll pare
ticipating countrics, There is substan-lal evidence to show
that large gquantities of strategiec goods, estimated at several
million dollars' worth & month, are still being diverted to
Lthe Jovi-t bloe while ostensibly in transit to other destinations.
Not al)l these goods originate in partieipating countries, but
most pasa through one or more of Lhem on their way to the bloc.
This traffic must inevitsbly dininish the value of the whole
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control system and to some extent mullify the sacrifices made

by participsting countries in denying thelr own products to

the bloc.” 5/

4l. At this point, before considering the prinecipel centers of
midilemen and the specific methods used by them to violate and evade
7estern security controls, it se:ms appropriaste to throw some light
on the tems “transshirmeni®and "in trunsit" mentioned in the preceding
subpsragraph. Very simply stated they mean "tranasfer for further trans-
portition fros one ship or conveyance to another” and “in pansage through
or over.” :n Ammy intellirence rerort released about a year ago, however,
in a general description of the mechanics of ~est-last trade in strategic
cormodities, brings out the significance of in trunsit stitus, transfers,
transshipments, and other similsr devices to circumvent the contrels.
Although this reyort, which is abstr«cted in the following subparegraphs,
has particular reference to Belgium, it seems to have overall ap;licability
to any “free port” country of <estern iurcpe. 5/

a. The Communists rarely purchase strutegic cemrodities
directly; rather they smsintain individuals, companies, and banks
abroad which operate on seerot funds. These ususlly employ agents
who often contact well-known an! welleconzidered estern firms and
individuals that in the hope of a large profit, will agree to sell
for delivery to the Soviet bloc., lhey justify such activities by
the faet that leglslation and commercial tresties do not eniirely
prohibit this trade «ith the iast and ii is advantageous to their

natlonal economy and also very wofitable to themseleves., In
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order to avold possible punitive consequences of this trade,
| such as black listirg and de:dal of visas, these "respectable”
E firms often organise covert relling companies of notl too sound
a nature or s corporation with a ridiculously small eapital
managed by a trusted person.

b. In many cases the Comwunist firms and thelir agents also

setup covert or frant concerns which attempt to form relationships
with the regularly established western companies which have a

reputation of willingness to enga.e in operatioms returning a good

profit. In addition to the participstion of commercial firvs and
banks, trade with the Jovi-ts requires the cooperation of maritime
agencics for the tranasportaiion of merchandise., The Communists
have friendly shipping agents in every raritime countrs, often
granting ther finaneisl assistance, bul there are also "respectable”
maritime agencies which lend the.selwes to irregular operations in
exchange for good commissions.

¢. The purchase ind forwarding of strategic cummodities are
generally accomplished in the followin; manner: The end- urchaser,

that 18, the Comsunist purchasing orgsnization, asks Lhe Comsunist

controlled firus or agents to rocure from the 7<estein companies
items indispensable to the i .5.35.%, or its satellites. im assurance
that th: commodities are supposediy destined for a N.70C or neusral
country, the "respectable® firm in tle .estern country, which often
knows well that the items are going te the Fast, will offer the

commodity directly or through a covert or front companr, in Delgiunm, !

‘AO
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for example, with all necess:ry export documents. The sale is

made CIF Belgium or CIF transit Belgium. #seanwhile, the selling
company receives notification that the merchandise hus been sold

to a fim in & country other than that of the ;rimary destination

and is asiked to send it CIF transit Selgium for Jermark, Switzerland,
Iran, or ether free nation. ihe eompsny to which the merchandise

in resold obvioualy haz a confidentisl relationship »ith the Commnmist
agent,

d. t this juncture, the original pmrchasing company gets
notice of eredit from the end-purchaser and gives & guarantee of
delivery, which 1s generaliy two per cent. &8s soon as Lhe guarantee
of delivery iz given, the original ;urchaser convertisthe credit to
a sigtdraft. The original Communist buyer, the ldentity of which
is often hidden frov the seller, prefers to buy FOS Furope with
payment on receipt of ship ing documents. is the destination of
overseas merchandise acld CIF ‘urope must be indicsted on departure
and szince the Communist buyer only gives a sight draft on receipt
of shipping documents FUE Furope, & bank must participate to finance
the operation covering emborkment by the selling eompany and transe
nh.imnt or reembarikment by t.hé originzl or secondary purchasing
company to point of finsl destination, Ouch banks exist and they
finance the operation for a two~per-cent coomlassion.

e, A3 can be seen from the above swmmary, the original ;urchase
of the strategic commodities 1s entirely legal and Lheir expedition

to a lurcopean rort is alzo effected in a legal manner. imce the
-5 -
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sale is conswmated, and while the goode are in trinsit, the original

buyer sells the goods to a second company, often fietiticusly. This

latier company, which must necessarlly be localed in a country other

than the one to which the joods were sold and shipred, advises the
naritine agency that the goods have been resold to 2 satellite and
that the destination previcusly indicsted no longer holds good.

The maritime agency therefore does not make = Jdebarkation declaration
for the country desipnated by the original seller, but trunsfers

the goods FOB to the shipper of the yrimary buyer. s long ss the ’

port or customs autherities receive no complaint, they do not intervene

because the operation does not conscern their country.
f. The first legally guilty rarty is the secondary rurchaser :
that gave the maritime agency the order to change the destination
of the goods, knowing that the goods had originally been npurchased
for a NiTC or neutral country. The second gullty party is the
maritime agency which transships the goods to an Bastern destination,
knowing that according te the shirping documents of the original
purchaser the goods were destined for a N ) or newtral country. |
There are graver c.ses aluo, as for example when the maritive agency :
delivers fictitlous shippinc docuvenis to the second 'urchaser |
that show the destination as & %.70 or neutral port and then trans-
ships the goods to the tast. This is done to eliminate the financing |
bank and incmm/;g:ﬂts of the selling company. :
L2. +here in the free world are these Communist persons and companies i

and their agents, and the ‘estern individuals and firms that are “respect-

fg’?;e:
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able" yet, in the hope of a large ;rofit, will agree to obtain and

sell strategic commodities for delivery to the Soviet bloc and those

that have a re.ut.tion of willingnese to engage in such operations
returning a good profit? Apparently practically everywhere and likely
to appear anywhere, but Lhe research and analysis conducted {or this pert
of the Study 2/ diselosed that the leading centers of “middlemen” _*/

during the reriod covered were as follows:

Amstardam Hong “ong
Antwery iondon
Easel ¥ilan
Beirat Faris
HBerlin fome
Brussels hotterdam
Frunkfurt Vaduz
Geneva Viemnz
Hamburg Zurich

43. Other important centers of rid lemen reveszled durin. this

process were Lhese:

i/ A brief descrirtion of the scoye :nd suurces i1s glven in the Appendix.

'/ Defined in the terms of reference as "firms snd individusls knowingly
or wnknowlngly participating in this trade (clandestine -est- ast
trade; directly or indirectly as overt or covert representativesor
sgents between the Jesterm producer or primary seller and the astemn
consumer or ultimate buyer, usualliy the official Cosmunist pur-
chasing organization”,

g ~
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Baden Ladrid
Bern Sauntiago
Bremen stockholm
Chiamsc Tangier
busseldorf The Hazue
Genca Trieste
Kacao

NeB.
The nemes and adsina#es of some of the individuals and firms prominently
engaged in clandestine West~fast trade in the places inecluded above in
the two iists of yrincipel centers of middilemen are shown in the Appendix,
bhe The grestesteomcentration, about two-thirds, of ihe (rineipal
centers of adddlemen concerned directly or indirectly with the purchase,
sale, finaneing, shipping, forwarding, or any other funtion to accomplish
or facilitate the sovement of controlled coumodities from the free nations
of the world to any part of the Sovist bloc is found in the five contiguous
countrirs of Germany, ‘witzerland, Italy, bBelgims, snd the Netherlands.
¥ost of the other principal eenters are located in countrics and rlaces
which fort a kind ¢f semi-circle around this concentration — Lweden,
ingland, France, & s Northwest ifries, and lebanon. The other signifi-
cant concentration of midilemen is in ‘ast thina, in tie area of the
Fortuguese snd British colonies of racao and Hong Etmg.

45. IL was observed in Lhe .receding section on the Soviet Bloe
trocurement Orgenization” that trading agencies in .estern vurope which
have been reported as being engayed in business on behalf of the Joviet
bloc against the declared interests of the <estern jowers, or ecllaborating

with the trading o ganimations o7 Communist China to violate and evade

SLUNE |
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the security controls of the {ree nations on that comntry, are found in
Amsterdam, intwerp, Grussels, Frankfurt, Hamburg, London, :ilen, taris,
fiome, iotterdsm, Vaduz, Viemna, und .urieh, and in Medrid, .tockholm,
Tangier, and The Hague, and five or six additional cities, wostly in
Itély. ‘Those enumwerated consiituteapproximately four-fifths of tie
sleading" furopean centers of middlemen ir the list zbove ard & significant
rortion of ihe group of "other important'centers . Thic facl tends to
suprort Lhe lists, beeause it seams only logical Lo assume thist the
LebeS.te and its satellites would establisn these conneciions in the
major centers of slddlemen ami the rrincipal =makkel ;la-es for the
strategiec goods thery want.

4. roreover, it i:s known that many of the cities listed are the
headqurrters of Soviet blec trede zissions or delegations ind commercial
counselors or attsches activel: engaging in or masterminding "clandestine
apsteinut tride.” The following illustr:.ioms show that the U.0. ... and
virtually all the urope:n satel ites have such repregent tives in .estern

_tr:ding centers: ‘ung:ry has trsde uilssioens in Brussels, Uem, and Viennz,
commerclsl counselors in Jern and aris; rcland haz mis:ions in Frankfurt
and Viennz, cownselors in London, Hose, and vienna; Bulgaria has a mission
in Vienna, comnselors in ilome and Viemnw; humani: has a euunselor in Dern;
Caechoslovaiia has counsclors in Bern and Delrut; and the U. .. .:. has
trade deleg:tions or wissions in Brussels, 'msterdsm, berlin, London, and
Vienna.

47. Further credence is ziven to the listc above by the specisl

independent rescarch and analysis undert.xen for the segiion on "Flnaneing

‘?-
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of Jest-fast Trade™ at the end of this Study. This shows t-at among
the principal centers for financing elandestine ~est-East trode, by
definilion included under the term "smiddlemen,” are ;usterdsm, intwerp,
Basel, Beirut, Uerlin, Drussels, Trankfurt, Genev:, Hamburg, Hong :omg,
lLondon, Kilan, "aris, home, Hotterdam, and .urich, psmetieally all of
the "leading" centers shown above in the first list, and several of the

"other lmportant® centers in the second list, Includin: msseldorf,

Genoa, Macao, Tangier, The Hague, and Trisste.

48, Incidentally, thedeterminailon of almost one half of the
Puropean cities listed above as "leading” centers of riddlemen, in the
nonferrous metals fleld at least, is confirmed b a report rublished by
this Office about two and one-half ye.rs a:o. It notes, in discuesing
the practices and facilities emuloyed for the transfer of these metals
to the Jdoviet bloe, that "The merkets in which the bids, offers, and
transactions ocour are usually in vestern Europe. DBrussels, intwerp,
curich, Cenevs, Viemna, imsterdam, lotterdsm, and !'aris are the princ-
ipal cities involved.” 7/

49. The professicnal reporter previsusly referred to observed that

"Thelr {the sixth columiists, the clandestine -est-fast trauders) orerations
start in ’v’iaﬂm; beeause that city's intermaticonal zone is the one place
where aen from the west cun meet rather o enly with men of Lhe Fast. !
ene the asixth columm azents from Lie .est have no trouble getiing to Vienns
and are inconspicucus there.... Iihe sixth columnist sets his ordexr in
Vianna 2nd his woney in Jurich. He then procesds to buy his goods wherever

he ean and shi; them by whatever route looks open.” 4/ Several months
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after publication of this article it was reported that Switzerland in
general and Zurich in particular had ceased to be satisfactory bases of
operations for these illicit truders. They became almost panicky when
it was learned that the Swies federal authorities had intercepted their
mail and probasbly tapped their telephones., 4saresult, about eighteen of
them moved from ‘urich to Barcelona during the spring of 1953. 8/ The same
source reported a few months later that these traders found it impossible
to conduct their activities from Barcelona and were hopeful of relocating
at Milan, or same other Italian center., 9/

50. 4 detalled "Summary of a Olversion Case” compiled late in 1943
by United 3tates Governme t officiils stationed in Paris included six
of the cities listed above as among the principal centers. This swmmary
shows that the middlemen involved in one of the two transactions (electrolytic
copper wire from Belgium and Germany, respectively) were located in Antwerp
(forwarder;, lugsno (intermediary), kilan (arranger for import certificates
and fictitious buyer), Chiasso (consignee), iilan (negotiator), Armoldstein/
Styrialconsignee), and Vienna (ultimate consignee;, In the other trans-
action covered by this report the amiddlemen operated from Berlin (consignor;,
iuriech (buyer), Xilan (consignee}, Chiasso (forwarder), and Vienna (ultimate
consignee). 10/ Both of these shijments were detsined on the same day in
June 1953 at Villach, British ione of sustris snd diversion of the copper
wire to the bloc was prevented. 3ince then, Soviet forwarding agencies
have instructed their western counterparts Loavoid passage of goods through

the U.5. and British Jones of iustria and to divert via sntwery and Rotter-

dam, 11/
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51. It seems that at about the same iime, as a conzequence of re-~
strictions imposed by the Uwise authorities om the epening of e¢redit and
the movement of material "in transit," the consigiment market for con-
trolled commodities destined to Soviet bloc countries shifted from Switz-
erland to Antwerp and hotterdam. The little dealers and intermediaries
handling small quantities of goods between Ituly and Switzerland seem
tote disappearing. Switzerland is emerging frem this transition as the
center of activity concerning import certificates, rezl and counterfeit,
which are issuwed by Switzerland and varicus countries, including acme in
south imerica, and serve to cover operators in Western Europe., The hub
of such traffic is Bemrm, where the fumanian Cosmercial Attache' made
purchases directly or through varicus firms with funds received from ieland,
Csechosolvakia, Hungary, and fumania. 12/

52, This situstion is illustrated by a report that the export of
strategic materials from Italy to the Joviet bloc is carried out by ob-
taining a Swise import certificate against which an Itslian export license
is issued. The goods thus covered are shipped Lo Ywitserland via Chiasso,
but on reaching the border the Itslian customs officials are bribed to let
the goods enter 3witzerland iIn transit. In thiz way ther are not subject
to Iwis: resirictions and continue on to blec destinstions. The import
certificates and exyort licenses are not taken up, but are used over and
over, In the event that an honest officiazl examines the documents at any
stape of the shipment, Lhey are found fo be in order and the goods proceed

to & Jwiss consignee in a legal fashion. It le a2lleged thui by this method

large quantities of aluminum, vanadium, and nickel are diverted froam Italy
-12’
N LY T
“EGRF

Sanitized - Approved For Release : CIA-RDP64-00014A000100050025-0




IA-RDP64-00014A000100050025-0

c
RE]

Sanitized - Approved For Relesa e:

R

{ 4o

to the Soviet blee. 13/

53. A later report indicates that Ffastern Eurcpean countries had
transferred to London their trade oper:ztions, which had been regulated
previocusly from Bern, where only Czechoslovakia will continue iis activities.
14/ Communist Ching,as previously indicated, has its lLuropean trading
headquarters in Fast Berlin, but its finsnceial activities are largely
concentrated in london. inother repert issued soon theresfter observes
that the office of the Folish Commercial Attache' in london is one of the
most important agencles for negotiating purchases of valuaile nonferrous
retals for ioland and that mamy continental and overseas firms address
their offers to this office through the intermediary of export agencies in

54, On the basis of the general categories specified in some of the
nuzerous sources of information used in this 3tudy, the main functional
groups of sest-Last traders seom to be seattered among the locations
listed above as principal centers of middlemen in the flow of controlled
commodities from the free nations to the Soviet blec as follows:

a. Supylier/seller—intwerp, Drussels, Hamburg, Lendon,
Santiago (ecopper), surieh.

b. Consignor/intermediary——-intwerp, brussels, Gmneva,
Hamburg, Hong Kong, london, “ilan, Paris, hotterdam,
The Hague, Jurich.

¢. Forwarder-—antwerp, Basel, Chiasso, fotierdanm,

d. Consignee/buyer-—Basel, Derlin, Brussels, Hong Kong,
ilondon, Milan, Viemna

e. Financier--Basel, lLondon, varis, Viemna, Jurich. !
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55, The following abstract of a reliable report on a diversion of one

thousand tons of stesl plates from Japan te Last Germany prepsred for the
Intelligence Working Group 1llustrales the involvement of several of the
leading centers of midclemen and the complexity of same of the principal
methods of violation and evacion. It slso names a few of the better<known
traders with the bloc and indicates some of the channels or transpertation

routes employed in clandestine .est-fast tride. 16/

a. It was established that on 20 July 1952 the Norwegian
3. T.LON left Kobe, Japan for intwerp with the steel plaies. The
Japanese linistry of International Trade ond Industry (117I) issued
the export license for this shipment to the :awasakl Steel Corporation
on 4 July 1952, naming Huth and Company, london as buyer, with
the annot:-tlon "notify Citex, Antwery."” Huth and Company has
addresses in France, Switzerland, Netherlands, Canada, Colcmbla,
Belgium, Italy and Japane.

b. Citex, which also has an address in Hotterdam, was
listed as ultimate consignee on the bill of lading. Prior to the
actual departure of the steel plates from Kobe instructions were
received through Hivag, & Brussels intensediary involved in
previous bloc~bound steel shirments :nd allegedly in jossession of a
Belglan import license for this cargo, to substitute "Neptune Societe
Belge de Transpert et Navig.tion" for "Citex™ on the letter of credit
and the bill of lading. The Japanese [.ITI stuted that this change
was made without its authorization. Lloyds ef London had arranged

insurance for the ¢ rgo in .Japan -ith a guarantee that final
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consumption would be in lelrium, with no reexport. The transaction
was financed by a letter of credit, authorized by the Bank of
¥ngland, in favor of ‘awasaki, holder of the Japanese export license,
throurh the iolfman Hank, Yurich, with a firm in Kobe acting as
correspondants,

e. The TARY arrived at Genoca on 16 September 1552 after have
ing recelved instructions [rom Yeplune, Antwerp and Dasel, to
discharee the cargo there {(Cenoa) "for transshipment o Antwerp,®
in QI;!i»ﬁl’ to meet tle requirements of the letter of credit, On

0 Ceptember the vestel was expecled to leave Uenoa for Antwerp
and “otterdam, with the steel plates still aboard, but on 23 “eptember
a customs offlicer reported that they had been unloaded at the last

moment prior to its departure. The nect day the plates, with rark-

ings removed, were loaded onto the Lelgian I8 R0EA, schwduled to
lrave for Antwerp on 27 Ceptembor. Then a new bill of lading was
iggued to Antwerp, option dotterdanm, on instructions from the
arents of The TARN, Hof{man Zank, wilech held the new Lill of
Taling, exercised 1ts option to dlvert the sbipme 11; to Rotterdan,
There 1t was witimately bandled by Villianm H. Twller and Uompany,
a forwarding firm affiliated with the Crechoslovak etrans. On

12 November 1002, abont a month after arvival, the stecl plates

departed from Hotterdan for flostock, rast Cermarny.
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57. The ﬂud.é sharacter of the scene of operations in clandeatine
dest-Bast trade has been implied in several of the preceding pa.ragmph-.
It is interesting to note in this connect om that back in 1951 Switzerland
took first place among the countries through which sestern traders sold

to the Esst, often via iest Berlin intermediaries. In the Ketherlands ‘
the facilitles at Hotterdam for transit trade gave Duteh intermediaries

many advantages. Delgium lagged far behind Holland., Orest Britain had

Just begun to gain prominence in West-Zast tride, frequently by way of
Hotterdam to Eostook, 18/

58. Abstracts of specifis reports on typical transactions of a
diversionary charagter (planned, attempted, or conswmmated), involving
most of the centers of middlemen inciuded in the foregoing lists, are
given below to indic:te some of the methoda employed to get embargoed or
restricted commodities through the iron curtein:

8. A fira in The Hagus was directly irplicsted in an attempted
diversion of lead, stainless steel, «lectrolytic cobalt, aluminum,
and gopper from Chile, France, and Germany to ioland. 4 dealer in
#ilan turned over forged Italisn fmport certificates to the firm,

- 20 -
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naming it as the supplier and himself as isporter. The first fim
was to arrangs for the necessary export licenses from the countries
of origin and assemble the materials at Hotterdas, documented for
Genos aboard sn Italian ehip. fnﬁnmthehigh.mn, the vessel
would change course and head for Gdynia. 19/ |
b. 4 Milan firm rurchased “"strategle poods” from well-inown
Italian traffickers. It shipped them through customs in colluslon
with the ofcials, invoised under false clasaificatlions, and
usally consigned to a forwarding fim in Chiasse. The gzoods
moved on to Basel snd Lhen to intwerp where they boarded a Felish

vessel. 20/

c. Two firmms in Yaduz and iurich engaged im the procurement

of molybdenum, tungsten, tantalum, copper, znd nickelbase alleys.
The owners of these firms used Berlin for negotistions with
Seviet bloc agencies and Switze:land for procurement and financing.
The most cosmon meihod employed in thelr diversiomary activities
was to place ord:rs with menufacturers, using the nsmes of
fiectitious or uaknowing compsnies as purchesers. The purcimse
orders were sent to the suppliers with false decumentation,
instructing them to ship to the crder of a named forwarder in
Switserland, who then ressived instructions for shipment to the
Sevist blee. 21/

d. Firms and mm-zm: in Vienna, Brussels, Zurich,
Frankfurt, and Vadus diverted, or caused to be diverted, ship-

ments of U.5. chemicals, pharmsceuticals, and antibiotics to
Soviet sustria, after declaring such shipments ware destined
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for Western Austria, Switserland, and Belgium and would not be
diverted or traneshipped. y

e, The proprietor of a firm in Amsterdsm was arrested for
participating in an illegal seheme with an Antwerp firm to ship
industrial diamonds and diamond tools to the 3oviet bloe., The sales
from the former's stock were covered by obtaining forged delivery
notes from the Antwerp desler. ﬂ/

f. A dealer in Faris was arranging the diversion of Chilean
electrolytic wp#r to Foland and, with ancther Parisian; buying
additional copper from a firm in 3antiago for a company in lLowdon,
which was alleged to have placed a letter of eredit for the purehass
with a bank in Basel. Shipments were scheduled from Chile to Antwrp.y

&+ A firs in The Hague ojerated by Indonesians was offered
slectrolytic copper bars of Chilean origin by an individual of Hamburg,
whose principal had a Tel Aviv address. The Hague firm completed the
deal, involving copper believed to be destined for the Soviet bloe, in
the gapacity of intermediary for an individual in Rotterdam, buyer's
agent for English principals, who refused to supply an end-use certificste
as requested, i British bank was opening a letter of credit in favor of
the Hamburg individual at a Swise m.ﬁ/

he An American resident of Montevideo connected with two firms
there was the instigator of a Chilean copper tr:nasction through an
associate in Buenos Aires, The shipment was to be made by a fima in

Sikcy

Sanitized - Approved For Release : CIA-RDP64-00014A000100050025-0




SEGRET

Sanitized - Approved For Release : CIA-RDP64-00014A000100050025-0

Santiago to an ostensible purchaser in London, although the ‘
destination of the copper was either Antwerp or Coperhagen, via
Tangier if the latter, with strong indications of eventual shipment . |
behind the iron curtain. The credit was to be opened from London 1
in Nontevideo and reopened in Chile, -z'é/

i. A firm in Hong Fong recommended to its forwarding sgent
in Bremen a channel of shipment through preminent importers in
Magao, who could supply any kind of import eextificates on short
notice, for goods prohibited from direct shipment to Communist
China, but the forwarder would have to obtain his own export licenses.
China mainland had stopped purchases from Hong Kong for lack of
forelgn exchange and had adopted the barter aystem there., Later
reports involved firms in london and Shanghal ._Q/

J. 4 fire in Brussels was reported to be the seller of
(hilean ingots and Belgian wire of electrolytic copper for shipment
through a forwarding agency in Antwerp to 'oland. Both lots were
to be paid for through a Brussels bank by a firm in Paris, in turn

mmmmbymmmmasmmpma.g/

ke An individual in Chiasso ocontracted to sell U,9. or
Canadian sopper to a Owedish buyer for delivery to loland, A letter
of eredit was to be transdtted from a itockholm bank via one in
london to a bank in Montreal which was to be informed only that the
oopper would be shipped to Antwerp. A Brussels firm had an import
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license for this copper. A firm in Hasel was to receive payment
in favor of the seller for an amount not covered by the letter of
sredit, 2%/

1. aﬂauhur‘gﬁmwu@ttmsfhmgianmwmm
sent to a refinery in Hamburg., The former cbtained German export
licenses for an Irish destination and shipped the copper to a forwarder
at Rotterdam, where it was transshipped to a Soviet flag vesssl for
an East Baltic port., The entire amount of the transaction was
involced to a company in Lendon.3d/

®m, A Geneve firm was masterminding another attempt to divert
Uerman bearings to Commmnist China viz ioland er Soviet Germany,
using Stockholm as a false destination. Parties to the diversion
included banks in Zurich and Faris, an individual and another fipm
in Geneva, trading companies in London and varis, a Canadian firm,
and a German intermediary, W |
59« A recapitulation and combination of the various techniques and

mothods of violation and evasion 1llustrated above and disclosed by other
reports examined during the Hudy follows:

8. Bribery and collusion of customs, port, license, and other
officiale and patrols,

b. Forged, counterfsit, fslse, or otherwise fraudulent import
certificates, purchase orders, expert licenses, permit musbers,
customs cawtificates, end-use statements, and delivery.verification
certificates, |

. Sanitized - Approved For Release : CIA-RDP64-00014A000100050025-0




Sanitized - Approved For Relegg%ﬁlA-RDP(M-OOM4A000100050025-0

¢, Unauthorised change of consignee or ultimate destinatien
after approval of shipment,
d. Alteration of bills of lading and other shipping documents,

including such changesz as from "Fort of " to "Free fort

of * and addition of "in transit® after conszignee or other

destination,

- @, Reconsigmment and transshimment at free ports or while in
transit status and cirevitous routing with attendant econfused
documentation.

f. Falss declaration of consignee or ultimate destination,
ooupled sometimes with a phony agresment not to transship or divert
to the blec, fiorimualmt of material facts on export license
appliestions lmd shipping papers.

€. Outright ssmugeling of embargoed commodities.

k. Shipment under blank, fraudent, and false bills of lading,
ship manifests, and other shipping documents and to order of
unserupulous forwarders,

1. Substitution of controlled commodities for non-sirategic
iteme subsequent to approval of purported shipment and simply false
description of commodities or erroneous serial and model nusbers on
invoices, bills of lading, and other papers,

J. Palse packaging, labeling, mumbering,stenciling, and other
mrlagt of cosmodities, and removal and alteration of markings
and identifying musbers# on commodities and shipping containers,
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k. Confidential orders to ship's master contrary to instructions
on shipplng documents, secret clause in charter agreesent providing
for diversion on the high seas, unconventional change of ship's course
to the bleoe after clearance for a Yestern port, and port clearance
for the vessel in lieu of export licenses for its carge, !
60« A report prepared for the U{fiece of the High Commissioner of

Gormany swmariges the more fre uently encountered devices, used by the
Soviel bloc to circumvent Western export controls, in this way:

a. "shipments through intermediaries in third countries who
are not parties to COCOM or who deliberately dispegard the embargo
aspect of the goods,

b. Falsification or forgery of documents,

¢, Falaification of end-use guarantee when applying for an
export license,

d. False description of goods.

e, Shipments to satellite countries on export licenses to other
eountries, redirected on the high seas or freighted by devious routes,

f. Selling for eash to West German firms or individusls goods
which it is known may not be exported, but which it is also known
will ultimately be transferred to the Last Zone,

€. Preparation of documents with technical inexactitudes to

snsure pre-arranged confiscation by Soviet Zone officials of goods at
the sonal frontier,
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h. Freighting component parts of machines on the exbargo
list to 2 third country where they are reassembled and shipped east-
werds by that third country,

i. GSelling blue-prints to East Zone and Moscow of machines on
the embargo 1ist,

J. Smuggling.®

"While the above listed examples were discovered primarily in *illegal!
transactions ococurring in the flow of German Fast-iest trade, they are
fairly representative of the wide variety of subterfuges commonly

employed by the Soviet bloc throughout the world to circumvent our controls
and obtain much needed commodities.”

22/ |
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